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1.1) Getting Started

Actions to be taken regarding devices connected to the network are decided through the " Policies *
section in the main menu.

‘\ Ayariar Cihaziar Son Kullanicilar Politikalar Gavenlik Zafiyetler Hotspot Radius Raporlar Loglar Yoneticiler McY TR OnurSmith

¥ Politikalar ¥ Politika Loglan ? iglenemeyen Trapler ¥ VPN Politika Loglan

Table View s O Yenile » Siralamay Kaydet » Politika Ekle

ACTION

All + Al + Al

On FastNAC, policies are checked starting from the top, just like a firewall rule, and when a device hits a
policy, other policies under that policy are not checked. You can change the policy order by dragging
and dropping within the table on the " Policies " page.

1.2) Adding Policies

Add Policy " button located in the " Policies " list . In the window that opens;

» Politika Ekle
Ad: *

Aciklamasi

Name: A name to be given to politics
Explanation: A statement to be given regarding policy (Optional)

You can create a new policy by filling in the fields. Once the policy is created, you will be redirected
directly to the policy details page.
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1.3) Policy Details Page

1.3.1) Adding a Profile
On the right side of the policy details page, you can find the " Profile " section. The profiles created
can be linked to the relevant policy from the "Details " section.

Ayarlar Cihaziar Son Kullanicilar Politikalar Gavenlik Zdfiyetler Hotspot Radius Raporlar Loglar Yoéneticiler McY

[} Politikanin durumu "Devre Digi” géraniyor. ligili politikayr cihazlarda uygulayabilmek igin durumunu “Aktif” olarak dizenlemeyi unutmayin.
o Politika Detaylar o Profile Details
Adi Test FI K d
- VE
Agiklamast: Bu bir test politikasidir
Action: Change VLAN
¢ Politikay Dizenle

Assign: VLAN Assign
VLAN: 1
Radius: Kapal

Bu indie kontrol bu

ayan
VPN.

Kapal

Policy.vpn_help_text

Durum Devre Digi
Notifications: Email Notification
Icon lcon Select v

¢ lptal Et »* Politikay Dizenle

Rakort Bilgi ve lletigim Teknolojileri © 2025 - Tam haklari sakliclr

Here, you can link the created profiles using "AND - OR" logic, and use as many profiles as you
want in a single policy. By clicking on the icon in the profiles tak 0 /ou can add a second profile to
the policy and define the logical connection (AND - OR) between the two profiles.

* Profile Details

PROFIL MANTIK #
IP_Kamera - VEYA s
loT - VE s
Test - VE ¢

2 Politikayl Dizenle
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, we stated that the device must match the “ IP_Camera ” or “ 1oT ” and “ Test ” profiles. Logically,
this can be interpreted as: [ IP_Camera or IoT (if it matches one of them)] and [ Test | profiles.

Note: The profile area changes in some action types. The changing parts will be shown when
describing the action types.

1.3.2) Basic Information
You can edit the policy name and description in the upper left corner of the policy details page;

~* Politika Detaylan

Adr: * Test
Aciklamasi: Bu bir test politikasidir
1.3.3) Types of Actions

From the Actions section on the left side of the policy details page, you can select which action to
take for devices connected to the selected profiles;

- Politika Detaylari

Ad: * Test

Aciklomasi: Bu bir test politikasidir

Aksiyon: VLAN Degistirme =
VLAN Degistirme

Atama: Port Kapatma
IP Telefon

Karantina VLAN

WLAN:
Lokasyon VLAN

Aksiyon Alma

Q | i Mustafa Kemal Mah. 2139 Cad.
LJ < U [ L Rakort.com info@rakort.com 0850 4601058  Ekim Plaza No: 2 Floor: 3 Cankaya [ Ankara

gi ve lletisim Teknolojileri

Apartment: 16



1.3.3.1) VLAN Modification
, you must select the " Change VLAN " action type in this section .

4

Aksiyon: VLAN Degistirme

Atama: VLAN Atamasi

L3

VLAN Atamasi

VLAN: Interface VLAN Atamasi

Dinamik VLAN Atamasi

There are 3 different assignment types in the VLAN modification action. These are;

1.3.3.1.1) VLAN Assignment

When "VLAN Assignment” is selected as the assignment method;

Aksiyon: VLAN Degigtirme =
Atama: VLAN Atamasi =
VLAN: 10

In the “VLAN” input section located directly below the assignment section, you can enter the
VLAN number to which the device connected to the relevant profiles will be assigned.

Profile We will use the profiles we created under the " Adding " heading as examples. If the
device connected to the network;

[ IP_Camera or loT (if it fits either)] and [ Test ], we can interpret the action type above as
assigning the device to VLAN10.

1.3.3.1.2) Interface VLAN Assignment

When ‘Interface VLAN Assignment’ is selected as the assignment method;
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Aksiyon: VLAN Degistirme

L1

Atama: Interface VLAN Atamasi

L3

The “VLAN" input under the assignment section is disabled. This means that;

When the switch is added to FastNAC, the existing VLAN numbers of the ports are recorded in
the database (Interface VLAN). If "Interface VLAN Assignment” is selected as the assignment,
the switch will remain assigned to the current VLAN number of the port (i.e, whatever the
Interface VLAN is).

Let's explain with an example;

First, let's assume the VLAN number of port 5 of the switch with IP address 192.168.1.10 is 20.
When we add this switch to FastNAC, we register the Interface VLAN of port 5 as 20 in the
database. Then, in the " Profile” section ... We will use the profiles we created under the *
Adding " heading as examples. If the device connected to the network;

[ IP_Camera or loT (if it matches either)] and [ Test ], the action type “Interface VLAN
Assignment” can be interpreted as leaving the device in VLAN 20.

Note: Interface VLAN definitions can be changed from the switch details page. You can find the
details in the switch_details.docx documentation.

Dynamic VLAN assignment is used to assign VLANs based on Organizational Units (OUs) within
a domain or groups of domain users (members).

Aksiyon: VLAN Degigtirme =
Atama: Dinamik VLAN Atamasi -
WLAN: 10

When this assignment type is selected, the " Profile " icon on the right side can be found. The
"Details " section is changing. The assigned OU or domain group is selected from this section.



> Profil Detaylan

&

Tip:

Domain Gruplar

Profil Kullan Domain OU'lar

1.3.3.1.3.1) Assignment by Domain Groups

When "Domain Groups" is selected as the type,
> Profil Detaylar

Tip: Domain Gruplar =

Grup Seg Litefen bir grup seginiz -
Domain Admins

Profil Kullan
Guests
Domain Users
Usars Press enter to select
Testl

Test2

Test3

When the “Select Group” input is opened, a list of user groups available on the domain is
displayed. The user must select the desired group from the relevant screen.

For illustrative purposes, we'll select the " Testl " user group;

o Profil Detaylar

Tip: Domain Gruplar 4
Grup Seg Testl -
Profil Kullan Kapall

In the assignment section on the left side of the screen, the VLAN input located under the
‘Dynamic VLAN Assignment” option represents the VLAN to which the users in the Testl group
will be assigned.
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Aksiyon: VLAN Degigtirme

4

Atamc Dinamik VLAN Atamasi

L3

VLAN: 10

In summary, users within the Testl domain user group will be moved to VLAN 10 when they try
to connect through any switch on the network.

1.3.3.1.3.2) Assignment according to Domain OUs

When "Domain OUs" is selected as the type,
 Profil Detaylari

Tip: Dornain OUlan

@

OU Seg: | titfen OU ssciniz (Birden Fazla OU segimi yapilabilir.) a
DC=rakort,DC=dev

Profil Kullan
OU=Rakort DC=rakort DC=dev Press enter to select
OU=0thers,0U=Rakort DC=rakort DC=dev
OU=Network,OU=Rakort DC=rakort DC=dev
QU=Domain Controllers,DC=rakort,DC=dev

OU=Software, OU=Rakort DC=rakort DC=dev

When you open the “Select OU” input, a list of OUs available on the domain is displayed. The
OU to which you want to assign a OU must be selected from the relevant screen. Multiple OUs
can be selected here.

For example, we select the OUs “ OU=Network,OU=Rakort,DC=rakort,DC=dev " and “
OuU=Software,OU=Rakort,DC=rakort,DC=dev ";

- Profil Detaylarn

Tip: Domain OU'lan 2
QU Seg: OU=Network,OU=RakortDC=rakort,DC=dev OU=Software,0U=Rakort,DC=rakortDC=dev -
Profil Kullan Kapal

In the assignment section on the left side of the screen, the VLAN input located under the
‘Dynamic VLAN Assignment” option represents the VLAN to which the selected OUs will be
assigned.
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Aksiyon: VLAN Degistirme

4

Atamc Dinamik VLAN Atamasi

L3

VLAN: 10

In summary, if a domain user is within the OU ” OU=Network,OU=Rakort,DC=rakort,DC=dev "
or " OU=Software,OU=Rakort,DC=rakort,DC=dev ", it can be interpreted that when they try to
connect through any switch on the network, they will be moved to VLAN 10.

If you want to control any profile in addition to dynamic VLAN assignment, you need to enable
the " Use Profile " option. When you enable this setting, an area where you can select profiles
will open directly below the relevant screen.

o Profil Detaylari
Tip: Domain Gruplan $
Grup Se¢ Testl

Profil Kullan

o Profil Detaylari

VE =

A scenario like the following could be used here;

First, let's add a profile to ensure the antivirus service is running. (Detailed information about
profiling can be found in the device _profiling.docx documentation.) Then, let's check both the
user group using Dynamic VLAN assignment and the antivirus profile simultaneously.

Let's write a policy that states the user requesting network access must be in the "Test” domain
user group and the Antivirus service must be running.



* Politika Detaylan > Profil Detaylari

Adi Test Type: Domain Gruplar

Grup Seg Testl
Agiklamarst Bu bir test politikasidir

profil Kullan @© Ak

Aksiyon: Change VLAN

Atama: Dynamic VLAN Assign .
o Profil Detaylari

VLAN: 10

Radius: Antiviriis_Servis VE

In the example above, if a domain user is within the "Testl" domain group and has an antivirus
service running on their computer, it can be interpreted that when they try to connect through
any switch on the network, they will be moved to VLAN 10.

This way you can perform both dynamic VLAN assignment and comprehensive profile checks
simultaneously.

1.3.3.2) Disable Port
When the action type is selected as "Port Closure”,

Aksiyon: Port Kapatma

Ak

Port Geri Acma (j Agik

Sure:*

Kapatilan portun geri agiima soresi. (Daokika

cinsinden)

This action closes (shutdown or disabled) the port to which the connected device is attached,
according to the selected profiles. By enabling the " Port Reopen " time and specifying the
duration (in minutes), you can ensure that the closed port is automatically reopened. When the
port is reopened, if the device is still connected, the policy is checked again, and if the conditions
are still met, the port is closed again.

1.3.3.3) IP Phone Type
When the action type is selected as “IP Phone”,

Aksiyon: IP Telefon

L 13

No action is taken on the device connected to the selected profiles. This is a special profile.
FastNAC does not interfere with the Voice VLANs in which IP phones operate. If IP phones are used



on the network and devices access the network from behind the IP phones, this action type must
be selected for the IP phones themselves.

1.3.3.4) Quarantine VLAN
When "Quarantine VLAN" is selected as the action type;

Aksiyon: Karantina VLAN

4k

Atama: Port Kapatma

4k

Port Kapatma

VLAN Degistirme

Radius:

This action type is for devices that do not comply with any policy. Two different assignment types
can be used,;

1.3.3.4.1) Port Closing

When "Port Closing" is selected as the assignment;

Aksiyon: Karantina VLAN

L3

Atama Port Kapatma

L (3

This action shuts down the switch port to which the device is connected. (Shutdown or
Disabled)

1.3.3.4.2) VLAN Change

When "VLAN Change” is selected as the assignment;

Aksiyon: Karantina VLAN &
Atama: VLAN Degistirme =
WLAN: * 999

Q | Mustafa Kemal Mah. 2139 Cad.
CI <O rt Rakort.com info@rakort.com 0850 4601058  Ekim Plaza No: 2 Floor: 3 Cankaya [ Ankara
Bilgi ve lletisim Teknolojileri

Apartment: 16



The device is assigned to the switch port it is connected to, using the VLAN number specified in
the "VLAN" section.

1.3.3.4.3) Quarantine and Profile Usage

If you want to control any profile in addition to assigning a quarantine VLAN, you need to
enable the " Use Profile " option. When you enable this setting, an area where you can select
profiles will open directly below the relevant screen.

o Politika Detaylari > Profil Detaylar
Adit Tost Profil kullan © Aok

Agiklamast Bu bir test politikasicir
> Profil Detaylar

Aksiyon: Karantina VLAN

Atama VLAN Degigtirme
VE

VLAN: 999

1.3.3.4.4) General Use Regarding Quarantine

Defining a Quarantine VLAN on FastNAC is not mandatory. However, for general use, creating
this policy and placing it at the bottom of the policy list will be more appropriate for the
system to function correctly.

“1.1) Getting Started ", FastNAC checks policies in a top-down order. If a device gets stuck on
any policy, other policies below that policy will not be checked. Therefore, the policy in the
Quarantine VLAN action should be at the bottom of the list. For example, let's say we have 5
policies. These are;

Policy Name Type of Policy Action
IP_Phone IP_Phone -
Printers VLAN Modification 20
IP_Cameras VLAN Modification 30
Domain_Control Interface VLAN -
Quarantine Quarantine VLAN -> VLAN Change 999

IP_Phone” -> “ Printers " -> “ IP_Cameras " -> “ Domain_Control ” will be checked
sequentially on a device connected to the network . If it doesn't comply with any of the policies,
it will be flagged as the last policy, “ Quarantine ”, and assigned to VLAN 999.



If a quarantine-type policy is not written, and the device does not encounter any policy
violations during policy checks, no action will be taken, and the device will remain in the port's
existing VLAN.

1.3.3.5) Location VLAN
When "Location VLAN" is selected as the action type;

Aksiyon: Lokasyon VLAN

Ak

Etiket Sec:

Under the Action section, there is a " Tag” The " Select " input field opens. Here, the selected label is
transferred to the specified VLAN number.

No assignment selection is made for the location VLAN type. Actions to be taken according to the
selected profiles are performed via tags.

For VLAN label settings, go to “ Settings ” -> “ Location” Settings " -> “ Tags You can check the
labels in the " Settings " section;

- Ayarlar | Cihaziar son Kullanicilar Politikalar Gavenlik  Zafiyetier Hotspot Radius Raporlar

Loglar Yoneticiler McY

cebelbvaricy © Lokasyon Ayarlar

Routing Cihazlan
Lokasyon Ayarian Etiket Ayarian

 Domain Ayarian

Ara 10 4 O Yenile B Excel indir Yeni Etiket Ekle

VLAN Ayarlan

Cihaz Profilleme
Tamuna seg $

IP_Kamera Normal Cihaz 12/20/2025,12:52:02 PM - @

Tasanm Ayariar Yazei = Normal Cihaz 12/20/2025, 125155 PM - @

TACACS+ Ayarlar ilk  Onceki n Sonraki  Son Toplam / Filtrelenmig Sonug:  2/2 Tabloda gosterilen kayit: 0

Lisans Bilgileri

To assign VLAN numbers to the tags you created, go to “ Settings " -> “ Location”. You can edit the
locations in the " Settings " section;



Ayariar Cihaziar Son Kullanicilar Politikalar Gavenlik Zofiyetier Hotspot Radius Raporiar Loglar Yéneticiler MCY TR OnurKemp

DCene Syaray © Lokasyon Ayarlarn

Lokasyon Ayarian Etiket Ayarian

O Routing Cihazian

Domain Ayarlari

Ara 10 L] O Yenile B Excel indir Yeni Lokasyon Ekle

@ VLAN Ayariarn

=

Cihaz Profilleme
Tamni seg $

B_Lokasyonu [ i ] 6/3/2025, 1:01:40 PM 6/11/2025,10:22:22 AM o
@ Tasanm Ayarian A_Lokasyonu = 6/3/2025, 10132 PM 6/1/2025,10:22:29 AM @
Genel Varsayilan Lokasyon = 8/28/2024, 113758 AM - A -
T, TACACS+Ayarian
) o ik Oncek . Sonrcki  Son Toplam / Filtrelenmig Sonug:  3/3 Tabloda gosterilenkayit: 10 N
~ Lisans Bilgileri

On the location editing screen, select " Tag". When you open the "VLAN Settings " section, you can
enter VLAN definitions for the labels you created;

Lokasyon Duzenle

Ad: * Genel
Aciklamer: Varsayilan Lokasyon
I Etiket VLAN Ayarlari: O Acik

¢ Yenile

Etiket VLANlarnni bog olarak kayit ederseniz herhangi bir aksiyon alinmayacaktir.

Yazici Normal Cihaz

IP_Kamera Normal Cihaz

iptal Et » Duzenle

1.3.3.5.1) General Usage Regarding Location VLANs

Let's explain location VLANSs in detail. For example, you have switches in multiple locations. We
add these locations to FastNAC;



Lokasyon Ayarian Etiket Ayariari

Ara 10 s O Yenile Excel Indir Yeni Lokasyon Ekle

ADI AGIKLAMASI DURUM OLUSTURMA TARIHI GUNCELLEME TARIHI #

TimaniSeg  #

B_Lokasyonu m 6/3/2025,1.01:40 PM 6/11/2025,10:22:22 AM g
A_Lokasyonu m 6/3/2025,1.01:32 PM 6/1/2025,10:22:29 AM =
Genel Varsayilan Lokasyon m 8/28/2024,11:37:58 AM - ]
I Onceki . Sonraki  Son Toplam / Filtrelenmig Sonug:  8/3 Tabloda gosterilen kayit: 10 *

For example, we added three locations: “ General ”, “ Location A", and “ Location B ”. Then we
added two more tags: “ IP_Camera " and “ Printer ".

Lokasyon Ayarlar Etiket Ayarian
Ara 10 s O Yenile Excel Indir Yeni Etiket Ekle:
ADI AGIKLAMASI DURUM CIHAZ TORD OLUSTURMA TARIHI GONCELLEME TARIHI #
Tumana se¢ ¥
IP_Kamera = Normal Cihaz 12/20/2025,12:52:02 PM - g
Yazici = Normail Gihaz 12/20/2025, 12:5155 PM - g
llk  Onceki Sonrcki  Son Toplam [ Filtrelenmis Sonug:  2/2 Tabloda gésterilen kayit: 10 s

“ Location " section. We go to the “Edit General ” location section and select “ Tags” . We open
the "VLAN Settings " section.

Lokasyon Dlizenle

Adi: ™ Genel
Aciklama: Varsayilan Lokasyon
Etiket VLAN Ayarlari: c Acik

¢ Yenile

Etiket VLANlarini bog olarak kayit ederseniz herhangi bir aksiyon alinmayacaktir.

Yazici Normal Cihaz 10

IP_Kamera Normal Cihaz 20

iptal .
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On this screen, we see the tags we created. We assign a VLAN to the “ IP_Camera " and *
Printer ” tags within the “ General ” location and click the “ Edit ” button. (In the example
above, VLAN 10 is assigned to “ Printer ” and VLAN 20 to “ IP_Camera ".)

Next, we perform the same operation for “ A_Location ”, and this time we assign VLAN 100 to “
Printer ” and VLAN 200 to “ IP_Camera ”;

Lokasyon Duzenle

Adr; ¥ A_Lokasyonu
Aciklama:
Etiket VLAN Ayarlari: @ sck

¢ Yenile

Etiket VLAN'larini bog olarak kayit ederseniz herhangi bir aksiyon alinmayacaktir

Yazici Normal Cihaz 100

IP_Kamera Normal Cihaz 200

Iptal Et » Dlzenle

Finally, we perform the same operations in “ B_Location ”, and this time we define VLAN 500 for
“ Printer ” and VLAN 700 for “ IP_Camera ".

we create a profile named " Writer " and the Action is " Location” . We select " VLAN " and choose
" Printer " as the label;

* Politika Detaylar - Profile Details
Adri:* Yazici PROFIL TIK #
Yazici ~ VE
Agiklamast:
Aksiyon: Lokasyon VLAN
2 Politikay Dizenle
Etiket Seg: ligili etiketi seginiz.

IP_Kamera

Radius: Yazici Press enter to select
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If we were to interpret this policy;
Any device connected to the " Printer " profile;

- Ifitisin the "General” location, the label will be assigned to VLAN 10, which we specified as
the VLAN assignment.

- Ifitisin the "A_Location" location, the label will be assigned to VLAN 100, which you
specified as the VLAN assignment.

- Ifitisin the "B_Location” location, the label is assigned to VLAN 500, which we specified
as the VLAN assignment.

We can interpret this as "to be assigned”. Location VLAN action eliminates the need to add
separate profiles/policies for each location. You can control devices through a single
profile/policy.

As an action genre, " Action” When "Alma " is selected,;

Aksiyon: Aksiyon Alma

4k

No action is taken on devices connected to the selected profiles. It can be used for certain special
cases. For example, a policy such as "No action should be taken on the device connected to the
profile, but it should notify me when it tries to access the network” can be set as " Action". You can
create it with "Alma”.

When the "Radius” option is enabled;

Radius: AcIk
Bu politikay Radius baglantis) Gzerinde kontrol etmek istiyorsaniz bu

ayari Ll:;rTlL‘-“L'JII" £

FastNAC allows you to create policies using a hybrid approach with both next-generation and
traditional (Radius) methods. You need to enable this setting to specify that the policy will be
controlled via Radius connections.

“ Radius " setting is enabled, the Action type should be “ VLAN". "Change " and " Quarantine”
VLANS are included. You can find details of these action types under the heading " 1.3.3) Action

Types "

" VPN " option is turned on;



Rodius: " @) Acik
Bu politikay Radius baglantis) Gzerinde kontrol etmek istiyorsoniz bu

ayar agmalisiniz.

You are indicating that the relevant policy will be checked for devices connecting via VPN. When
the " VPN " setting is enabled, “ Auth " and " Deauth " appear as the Action types .

1.3.5.1) Auth Type

Auth " is selected as the action type;

Ak

Aksiyon: Auth

Radius: Kapaill

Bu politikay Radius baglantisi dzerinde kontrol etmek istiyorsaniz bu

ayar agmalisiniz,

VPN: (:) Acik
Bu politikay VPN baglantis Uzerinde kontrol etmek istiyorsaniz bu

ayar agmalisiniz.

By connecting the device to the relevant profiles, you are authorizing it and allowing it to access
the network.

1.3.5.2) Deauth Type

Deauth " is selected as the action type ;

Aksiyon: Deauth

L L3

Radius: Kapali

Bu palitikay Radius baglantis) Gzerinde kontrol etmek istiyorsaniz bu

ayar agmalisiniz,

VPN @ Ack
Bu politikayl VPN baglantis! Gzerinde kontrol etmek istiyorsaniz bu

ayar agmalisiniz.

By associating with these profiles, you prevent the device from connecting to the VPN.

1.3.6) Situation
" Status " section, you can select the status of the policy;

Durum: Aktif a
Devre Digl
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- If " Active " is selected, the policy will continue to operate.
- " Circuit” If the " outside " option is chosen, the policy will not work.

" Notifications " section, you can enable email notifications for devices that fall under the relevant
policy.

Bildirimler: Eposta Bildirimleri

If a device violates the relevant policy, go to “ Settings " -> “ General” Settings -> Notifications
Settings -> Submission It sends notification emails to the email addresses added in the *
Addresses " section.

Note: For email notifications to be sent in the policies, the General Notification setting must be
enabled. “ Settings " -> “ General” Settings -> Notifications Settings -> Notifications You need to
check that the " Policies " section is enabled in the " Features " section.

You can choose to add icons to devices connected to the relevant profile;
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Policy icons are displayed below the ports on the switch detail pages. When you access the switch
detail page, you can see in real-time which device is connected to which port.
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The icons on this screen come from the policy section. For any device that violates a policy, the

.. -
- o L] -

E O

.o
0 - 40

L1

k) 3

icon you select will appear under the port.

FastNAC comes with 16 icons by default. You can also add your own icons to the system. Go to “
Settings " -> “ Design”. Settings " -> “ Icon In the "Settings " section, under " New" You can upload
icons from your computer using the "Add Icon " button.

Note: The icon formats you wish to upload must be “ image/svg”, “ png”, “ jpeg ”, or “ jpg ".
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