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1. Adding a Switch
Under Devices -> Switches, go to “ New” You can add a new switch to FastNAC using the " Add Device *

button.
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Switches can be added to the system using an IP address, network block scan, or an Excel template.

=o Cihaz Ekle = Network Aramasi = Bulkimport

SWltch |I'If0 * Alanlar Zorunludur.

Cihaz IP Adresi: *

Routing Cihazr: *

Select Location: *

Kullanici Grubu: *

Cihaz Ad:

Cihaz Agiklamasi:



1.1. Adding a Switch by IP Address
To add a single switch to the system with an IP address, use the “ Device” You can use the " Add "
section.

1.1.1. Switch Information

SWItch IrlfO * alanlar Zorunludur.

Cihaz IP Adresi: *

Routing Cihczr: * Routing Cihazi -
Select Location: * Select Switch Location -
Kullanici Grubu: * Cihazi Gérebilecek Kullanici Gruplanini Seg -
Cihaz Ad:

Cihaoz Aciklamasi:

Auto Config: " @) Acik

Switch konfiglrasyonunun otomatik yapiimasini istiyorsaniz bu ayan agmaniz gerekmektedir.

Device Discovery: @ Acik

Switch Gzerinde bulunan cihazlar hakkinda detayh bilgiler alinir. Bu iglem switch ekleme stresini uzatabilir.

TACACS+: @ ) Kapal

Switch Gzerinde TACACS+ Gzelligini kullanmak istiyorsaniz bu ayan agmalisiniz. Auto Config 6zelligi agiksa TACACS+igin

gerekli konfiglrasyonlar otomatik yapilir.

IP Phone: @ ) Kapal

Bu ayar agarsaniz IP Phone dzelliklerini switch (zerinde kullanabilirsiniz.

Dummy MAC Sayisi: * 2

Possible Dummy igin portun altindaki MAC sayisi (toplamda x tane)

Kontrol Aralig ® ) Kapal

MAC Notification destedi olmayan switchlerde bu ayann agilmasi gerekmektedir.
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Device IP Address: You need to enter the switch's IP address.

Routing Device: You need to select the gateway address (the device where the routing process is
performed) for the end-user devices connected to the switch. If there is more than one routing device,
you can select multiple devices in this field.

Location: If you want to differentiate switches based on location, you can select the relevant option in
the relevant section. (If no location-based operation is required, you can select the default " General "

location.)

User Group: If you want to manage switches based on user groups, you can select the user groups that
can view and manage the switches from the relevant section. You can select more than one user group
in this area. (If you do not want to perform user group-based operations, you can select the default *
General " user group.)

Device Name (Optional): You can define a unique name for the device. This field is optional. If no name

is defined, the device will use its hostname.

Device Description (Optional): You can enter a device-specific description. This field is optional. If no
description is defined, sysDescr received via SNMP will be used as the device description.

Auto Config (On/Off): If the “Auto Config” setting is enabled, FastNAC can automatically configure the
necessary settings on the switch. (Auto configuration is done via SSH on some switch models and via
SNMP on others. For details on this, please refer to the switch_configurations.docx document.)

Device Discovery (On/Off): When this setting is enabled, you can detect other network devices via CDP
and LLDP protocols during the switch adding process. Switches and APs are distinguished based on the
information received via CDP and LLDP protocols. The values from the received information should be
entered in the “ Settings " -> “ Parameters " section.

TACACS+ (On[Off): This setting must be enabled if you want to use the TACACS feature on the switch.
After enabling this setting, an input field will appear for entering the TACACS authentication information.

TACACS+: Acik

Kimlik Bilgisi: *

TACACS credentials can be entered in “ Settings ” -> “ TACACS+” You can edit the settings in the
"Settings " section. (If the Auto Config feature is enabled, the necessary configurations for TACACS will

be done automatically.)



IP Phone (On/Off): If IP phones are used within the network and the configuration is Switch -> IP Phone,
IP Phone -> End-User Device, this setting must be enabled to prevent the IP phone from being

disconnected during VLAN changes.

Dummy MAC Count: Here you can specify the maximum number of MAC addresses that can come
under a port. If a port receives the number of MAC addresses entered here or more, FastNAC will mark
that port as dummy and may send you a notification. (If you are using IP telephony as described
above, this number must be a minimum of 2. In an IP telephony scenario, both the IP phone's and the

end-user device's MAC addresses will come under a port.)
Check Interval (On/Off): This setting must be enabled if some switch models do not support SNMP Trap

MAC Notification. After enabling this setting, checks will be performed via the switch at the specified
time interval on switches that do not support MAC Notification.

Kontrol Arahg Acik

KontrolUn Zamant: * 120

In the example above, if the switch does not support MAC Notification, checks will be performed every

120 seconds.

This section is where you define the connection patterns of FastNAC with the switch.

This is the area where SNMP connection information is defined.

4

SNMP Type: * SNMP v2c

SNMPv2c Community: * @

If the switches have specific SNMP connection information, you can fill in the relevant inputs.
FastNAC offers support for SNMPv1, SNMPv2c, and SNMPv3. Accepted options for SNMPv3 are:
- It offers support for noAuthNoPriv, authNoPriv, and authPriv file types .



- It supports No Auth Protocol, MD5, SHA128, SHA256 , SHA384 , and SHA512 as authentication

types.
- Priv offers support for No Priv Protocol , DES, AES 128, AES 192, and AES 256 .

° () Ayarlar -> Baglantilar” boliminde belirtilen varsayilan SNMP bilgilerini kullanabilirsiniz.

If all switches have the same SNMP connection information and this information is located in “ Settings
" ->“ Connection " Settings -> SNMP If defined in the " Settings " section, instead of typing the SNMP
information individually, you can enable the relevant setting and use the SNMP information in the
settings section.

11.2.2. Connecting via SSH
SSH connection is not a mandatory connection type for FastNAC. It is required to use other modules
on FastNAC. You need to configure the relevant settings to use features such as Auto Config and the

Remote Connection module.

o Ayarlar -» Baglantilar” bélimdnde belirtilen varsayilan SSH bilgilerini kullanabilirsiniz
SSH Baglantisi (:) Kapa
SSH Port: * 22

SSH Kullanici Adi: *
SSH Sifresi: * @

Enable Status Kapal

SSH Port: If a dedicated SSH port is used on the switches, this should be entered here. By default, it
uses port 22.

SSH Username: The username required for the SSH connection.

SSH Password: The password required for the SSH connection.

Enable Status (On/Off): This setting must be enabled if the switches have an " Enable " password.

Enable Status () Acik

Enable Password: &



Once this setting is enabled, an input field will appear asking you to enter the password for Enable.

You need to enter the relevant Enable password in this field.

o (} Ayarlar -> Baglantilar® bolumunde belirtilen varsayilan $SH bilgilerini kullanabilirsiniz. Ayarlara Git >

If all switches have the same SSH connection information and this information can be found in “
Settings " -> “ Connection ” Settings ” -> “ SSH If defined in the " Settings " section, instead of typing
the SSH information one by one, you can enable the relevant setting and use the SSH information in
the settings section.
1.1.2.3. Connecting via API

In some switch models, features such as VLAN lists and MAC lists may be disabled via SNMP. In such
cases, the switch needs to be added via an API connection.

o "Ayarlar -> Baglantilar” bolumuinde belirtilen varsayilan API bilgilerini kullanabilirsiniz. Ayarlara Git >

APl Connection @ Acik

APl desteklenen bir switch kullaniyorsaniz bu ayarn agmalisiniz

AP| Port: *

AP| Kullanict Adr; *

API Sifresi: * @

o () "Ayarlar -> Baglantilar® bélimuande belirtilen varsayilan API bilgilerini kullanabilirsiniz. Ayarlara Git >

If all switches have the same API connection information and this information is defined in "Settings”
-> "Connection Settings” -> "API Setting,” you can enable the relevant setting and use the API
information in the settings section instead of typing the APl information one by one.



1.2. Network Search

On the switch adding screen, navigate to the relevant tab menu. Fill in the required information in this

areq, scan the relevant network block, and list the found switches.

=n Cihaz Ekle Network Aramasi & Bulk Import

Network BIO’QU * Alanlar Zorunludur.

Network Blogu: *

Taranacak network blogu igin; 1921681.0/24 seklinde format kullarin.

Conna’ction Info * Alanlar Zorunludur.
Connection Type: * SNMP Connection &
° "Ayarlar -> Baglantilar” bélumiinde belirtilen varsayilan SNMP bilgilerini Ayarlara Git

kullanabilirsiniz. g

SNMP Connection

1.2.1. Step 1: Network Block and Connection Information

1.2.1.1. Network Block
The IP address block to be scanned is entered in the relevant field.

Network Blogu * Alanlar Zorunludur.

Network Blogu: *

Taranacak network blogu icin; 192168..0/24 seklinde format kullarin,

1.2.1.2. Contact Information
The connection information to be used when scanning the IP block mentioned above is selected

from this field.
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Conneaction Info

Alankar Zorunbudur.

Connection Type: * SNMP Connection

o () “ayarlar => Baglantilar® baliminde belirtilen varsayilan SNMP bilgilerini kullanabilirsiniz Ayariara Git >

You can use the default connection information here. FastNAC will start scanning the relevant network
block with the specified connection information.

1.2.1.2.1. SNMP Connection

You can use the default SNMP information in this section. If you want to scan with a different SNMP
connection, you can fill in the relevant inputs.

Connection Info

* Alanlar Zorunkudur,

Connection Type: * SNMP Connection

A

“ayarlar -> Baglantilar’ boliminde belirtilen varsayilan SNMP bilgilerini kullanabilirsini Ayarlara Git >

SNMP Connection

«©

SHMP Type: * SNMP v2c

ar

SNMPv2e Community: *

1.2.1.2.2. SSH Connection

You can use the default SSH information in this section. If you want to scan with a different SSH
connection, you can fill in the relevant inputs.
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Connection Info * alanlar Zaruniudur

Connection Type: * $5H Connection &
0 Ayarlar => Baglantilar” balimande belirtilen varsayilan SSH bilgilerini kullanabilirsiniz Ayariara Git >
SSH Baglantisi O
55H Port: * 22

55H Kullamic Adi:*
SSH Sifresi: * @

Enable Status Kapal

After filling in the relevant information, click the “ Next »> ” button. The system will start scanning the
given IP block and begin identifying switches using the provided connection information. The scanning
process may take a long time depending on the size of the given IP block.

Network Aramas yopilirken IGtfan beklayin va torayicinizn veyo taroyicinizin bu sekmesini kopatrmayin.

Arama iglemi bittigindsa Tllerds” butonu aktif clocaktir.

After the relevant scan is complete, click " Next “. The ">> " button changes to a " Proceed >> " button.

P

" Move forward * You can proceed to the next step by pressing the ">»> " button.

1.2.2. Step 2: Switch Selections
1.2.2.1. Switches located in the IP Block
The first table you see will list the switches available to add to FastNAC. You can select the switches
you want to add to the system using the On/Off button on the left side of the table.
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o 10.381.0/24 - Network Blogunda Bulunan Switchler

Temizle
# IP ADRESI 4 MAREA :
0
D 10.381.60 Cisco 105 Software, C3560CK Software (C3560CX-UNIVERSALKS-M), Version 15.2(7)E3, RELEASE SOFTWARE (f_
D 10.381.62 Cisco 105 Software, C2960X Software {CZUSOK—UNIVERSALKQ-M}. Version 152(?)E13. RELEASE SOFTWARE ('fc.:_
D 10.38183 Aruba JLETTA B100 24G CL4 45FP+ Sweh PLI0J31040.
10.38..65 Aruba JL255A 2930F- 24G-PoE+45FP+ Switch, revision WC16.07.0003, ROM WC16.01.0005 (_,"\.'\.'sll’swbu ildm/re..
10.381.80 $5720-28X-LI-AC Huawei Versatile Routing Platform Software VRP (R) software Version 5170 (S5720 _
10.381238 Cisco 105 Software, Catalyst 4500 L3 Switch Software (cat4500-IPBASEKS-M), Version 15.0(2)SGN, RELE_

1.2.2.2. Switches previously added to the IP block
On this screen you can see the switches that were previously added from the IP block you specified.

10.381.0/24 - Network Blogunda Daha Once Eklenmig Switchler ~
Temizle
DURUM + 1P ADRESI + ClHAZ ismi ¥  AGIKLAMA - MARKA * MODEL *
+
Juniper Networks, : Juniper EX2300-24T
1038178 Rukort-EX2300-SW HNIPST NEtworks Juniper Hniper
Inc. ex2300- Switch
ilk  Onceki Sonraki  Son Toplam [ Filtrelenmis Sonug: 1 50 +

After selecting the switches to be added to the system from the first table, click " Next ". You can
proceed to the next step by pressing the ">> " button.
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1.2.3. Step 3: Adding the Switch
On the next screen, “ General” The " Information " section is filled in, and to add the switches you
selected in the previous step to the system (also visible on the right side of the screen), the " Add

Switches " button is pressed.

o Selected Switches

Genel Bilgiler

4 1038162
Routing Cihazi:*

# 1038165

# 1038180
Select Location
Kullanic: Grubu: *
Auto Config (;. ACIk
Device Discovery ('. Acik

IP Phone

Dummy MAC Sayisi 2

Kontrol Araligi

¢ Onceki » Add Selected Switches

Routing Device: You need to select the gateway address (the device where the routing process is

performed) for the end-user devices connected to the switch. If there is more than one routing

device, you can select multiple devices in this field.

Location: If you want to differentiate switches based on location, you can select the relevant option in
the relevant section. (If no location-based operation is required, you can select the default " General "
location.)

User Group: If you want to manage switches based on user groups, you can select the user groups
that can view and manage the switches from the relevant section. You can select more than one user
group in this area. (If you do not want to perform user group-based operations, you can select the
default " General " user group.)

Auto Config (On/off): If the “Auto Config” setting is enabled, FastNAC can automatically configure the
necessary settings on the switch. (Auto configuration is done via SSH on some switch models and via
SNMP on others. For details on this, please refer to the switch_configurations.docx document.)



Device Discovery (On/Off): When this setting is enabled, you can detect other network devices via
CDP and LLDP protocols during the switch adding process. Switches and APs are distinguished based
on the information received via CDP and LLDP protocols. The values from the received information
should be entered in the “ Settings " -> “ Parameters " section.

TACACS+ (On/Off): This setting must be enabled if you want to use the TACACS feature on the switch.
After enabling this setting, an input field will appear for entering the TACACS authentication

information.

TACACS+: Acik

Kimlik Bilgisi: *

TACACS credentials can be entered in “ Settings ” -> “ TACACS+” You can edit the settings in the
"Settings " section. (If the Auto Config feature is enabled, the necessary configurations for TACACS will

be done automatically.)

IP Phone (On/Off): If IP phones are used within the network and the configuration is Switch -> IP Phone,
IP Phone -> End-User Device, this setting must be enabled to prevent the IP phone from being
disconnected during VLAN changes.

Dummy MAC Count: Here you can specify the maximum number of MAC addresses that can come
under a port. If a port receives the number of MAC addresses entered here or more, FastNAC will mark
that port as dummy and may send you a notification. (If you are using IP telephony as described
above, this number must be a minimum of 2. In an IP telephony scenario, both the IP phone's and the
end-user device's MAC addresses will come under a port.)

Check Interval (On/Off): This setting must be enabled if some switch models do not support SNMP

Trap MAC Notification. After enabling this setting, checks will be performed via the switch at the
specified time interval on switches that do not support MAC Notification.

Kontrol Arald Acik

Kontrolin Zamant: * 120

In the example above, if the switch does not support MAC Notification, checks will be performed every
120 seconds.



When you press the relevant button, the selected switches will be added to the system and you will be

automatically redirected to the Switch List.

v

Bagari

Secilen switchler baganyla eklenmistir.

Ekleme islemi tamamlandiginda sectiginiz cihazlar,
Cihazlar listesinde gorinecektir.
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1.3. Excel List

1.3.1. Step 1: Excel Template
On the Switch creation screen, you can download a sample Excel template to your computer by
clicking the "Sample Template” button after accessing the relevant Tab menu.

mn Cihaz Ekle = Network Aramasi = Bulkimport
Excel Semasi Yikle Bi Ornek sablon
Switch Listesi: * Choose a file or drop it here_ Browse
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Dikkat Edilmesi Gerekenler

o routing_ipaddrnin FastNAC sistemine ekli olmas) gerekmektedir.

o location_name'in FastNAC sistemine ekli olmas) gerekmektedir.

o user_groups’un FastNAC sistemine ekl olmas gerekmektedir.

o Cihaz kesfi yapilmasin istediginiz switchlerin discovery_device kolonuna y yazmaniz gerekmektedir.
o Auto Config yapadmasin istediginiz switchlerin aute_config kolonuna y yazmaniz gerekmektedir.

O rossible Durnmy igin portun altindaki MAC sayisint dummy_count kolonuna yazmaniz gerekmektedir.

[ BN bilgileri icin asadidaki alanlara dikkat ediniz.

SNMP Versiyonlar:
= SNMPwlicind
= SNMPv2e igin 2
= SNMPv3igin3

SNMPv3 Tipleri:
= NoAuthMNoPriv
= authNoPriv
= authPriv

SNMPV3 Authtype:
MDS
SHAIZE
SHAZ84
SHASIZ

SNMPV3 Privtype:
= DES

= AES128

= AES102

» AESISE

B Omek Excel Semasini indir Kapat

The Excel list is " Caution " You need to make the necessary adjustments according to the
information provided in the " Things to Do " section.

Afterwards, you can use the " Switch” function to open the Excel chart you have created. You need
to select it from your computer in the "List " section.

Excel $emasi Yakle Ornek Sablon
Switch Listesi: * Choose a file or drop it here_ Browse
Sonraki >

FastNAC will check the information filled in the Excel template. You can proceed to the next step by
clicking the “ Next >> ” button.
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After the relevant scan is complete, click * Next “. The ">> " button changes to a * Proceed »>> " button.

Excel gemasi Ylkle Bi Ornek sablen
Switch Listesi: * bulk_switch_listosy Browse
lere 3 iptal Et

" Move forward * You can proceed to the next step by pressing the "»> " button.
1.3.2. Step 2: Switch Selection

The first table you see will list the switches available to add to FastNAC. You can select the switches
you want to add to the system using the On/Off button on the left side of the table.

= 10.381.0/24 - Network Blogunda Bulunan Switchler

Temizle
# IP ADRESI MARKA
O
D 10.38.1.60 Cisco 105 Software, C3560CK Software (C3560CX-UNIVERSALKS-M), Version 15.2(7)E3, RELEASE SOFTWARE (f_
D 10.381.62 Cisco 105 Software, C2960X Software (C2860X-UNIVERSALKS-M), Version 15.2(?,\IE13. RELEASE SOFTWARE Efc_
D 10.38183 Aruba JLETTA B100 245 CL4 45FP+ Swoh PLI0J31040.
10.381.85 Aruba JL255A 2930F-24G-PoE+4SFP+ Switch, revision WC16.07.0003, ROM WC1B.01.0005 (/ws/swbuildmjre...
10.38.1.80 55720-28X-LI-AC Huawei Versatile Routing Platform Software VRP (R) software Version 5170 (55720 _
10.381.238 Cisco 105 Software, Catalyst 4500 L3 Switch Software (cat4500-IPBASEKS-M), Version 15.0(2)5G1, RELE_

The switches you select from the Excel template will be added to the system.
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Basaril

Secgilen switchler baganyla eklenmigtir.

Ekleme iglemi tamamlandiginda sectiginiz cihazlar,
Cihazlar listesinde gorinecektir.
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